CYBERSECURITY ADVISORY COMMIT
MINUTES

Date: 12/2/2022
Time: 12:00pm-1:00pm

In Attendance

Nick See, Karen Arlien, Lynette Painter, Debbie Mantz, Mari Volk, Tim Stark, Caitlin Magilke,
Tony Auckland, Troy Walker, Roy Torgerson, Mike Weber, Bob Meckle, Shannon Hammeren

Updates

f  Cybersecurity Timeline
o Nick See reviewed the timeline of the BSC Cybersecurity program
= Phase 0 — Fall 2016-Summer 2018

l




l

experience, students can obtain their associates degr
certificate of completion; certificates run 16-19 credits;
certificates included Computer Networking, Security an
Hacking, Offensive and Defensive Security, Modern Com
Secure Programming, Cybersecurity Fundamentals, and
App Development

Summer 2022 — hosted middle school GenCyber Camp; 76
students attended

Phase 2 — Fall 2022-Fall 2024

l

Fall 2022 — updated the Cybernetlab; the warranty runs for 3
years which is why the update took place and because the
program does not want to be running on old equipment; the
switch over has not yet occurred but plan to switch between
semesters

Spring 2023 — Artificial Intelligence AAS launches; plan to apply
to host the 2024 GenCyber Camp; there is a large focus on
middle schoolers to keep them in the pipeline and keep them
interested in cybersecurity; faculty have found that high
schoolers typi




f Proposed Certificate Overview — these certificates would be created for stu
the Cybersecurity programs who would like to add additional certificates or f
working adult who may already have a degree but would like to obtain more
specialized certificates

o Digital Forensics and Incident Response (2023-2024)
= 19 credit certificate
= Required prerequisite — CIS 164 Networking Fundamentals | (4 credits)
= Technical Program Requirements — CIS 165 Networking Fundamentals
Il (4 credits), CIS 241 Digital Forensics Fundamentals (3 credits), CIT
320 Disaster Recovery & Incident Response (3 credits), CIT 341
Mobile Forensics Fundamentals (new course; 3 credits), CIT 342
Memory Forensics Fundamentals (new course; 3 credits), and CIT 380
Network Forensics (new course; 3 credits)
o IT and Cybersecurity Governance (2023-2024)
= 18 credit certificate
= Technical Program Requirements — CIT 320 Disaster Recovery &
Incident Response(3 credits), CIT 340 IT Policies and Procedures (3
credits), CIT 345 Cybersecurity Governance (new course; 3 credits), CIT
381 IT Project Management (3 credits), CIT 440 Cybersecurity Program
Concepts (3 credits), CIT 445 Information Assurance & Risk




o Advanced Networking (2024-2025)

Technical Program Requirements — CIS 164 Networking Fun
| (4 credits), CIS 165 Networking Fundamentals Il (4 credits),
Intermediate Networking (4 credits), CIT 3xx Network Automati
Fundamentals (new course; 3 credits), CIT 3xx Software Define
Network Fundamentals (new course; 3 credits)

18 credit certificate

Required Prerequisite — CIS 164 Networking Fundamentals | (4
credits), CIS 165 Networking Fundamentals Il (4 credits), CIS 185
Introduction to Programming (3 credits), CIS 267 Intermediate
Networking (4 credits), CIT 3xx Network Automation Fundamentals
(new course; 3 credits)

Technical Program Requirements — CIT 270 Advanced Networking (3
credits), CIT 271 Advanced Routing & Switching (3 credits), CIT 367
Cybersecurity Infrastructure Configuration (3 credits), CIT 368
Cybersecurity Prevention & Countermeasures (3 credits), CIT 410
Wireless Networking & Mobile Security (3 credits), CIT 4xx Intermediate
Network Automation (new course; 3 credits)
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